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DETAILED ACTION 

Response to Amendment 
Continued Examination Under 37 CFR 1.114 

I. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this application 
is eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 
1.17(e) has been timely paid, the finality of the previous Office action has been withdrawn 
pursuant to 37 CFR 1.1 14. Applicant's submission filed on 03/01/2010 has been entered and 
claims 1, 4-9, and 12-16 are pending. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of the 
claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of the various 
claims was commonly owned at the time any inventions covered therein were made absent any 
evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1.56 to point out 
the inventor and invention dates of each claim that was not commonly owned at the time a later 
invention was made in order for the examiner to consider the applicability of 35 U.S.C. 103(c) 
and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 U.S.C. 103(a). 
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The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1,148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 
or nonobviousness. 

II. Claims 1, 4-9 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Liu et al. (US 7,177,637 B2) in view of Hopprich et al. (US 6,792,474 Bl). 

Regarding claim 1 Liu teaches a method for offering wireless network access to both 
guests (408, FIG. 4) and local users (406, FIG. 4) (see col. 4, lines 61-67 and col. 5, lines 1-2). 
Liu teaches receiving at a common wireless network access point (402, FIG. 4) a request for 
access from one of a guest and local user (see col. 4, lines 61-64 and col. 6, lines 29-30). Liu 
teaches determining (504, FIG. 5) at the wireless network access point whether the access 
request was received from local user or guest (see col. 5, lines 14-18 & 59-65, AP controls 
access to network by both authorized MUs (local user) and non-authorized MUs (guest) 
according to scheme permitting access to both (see col. 2, lines 1-3 & 48-53). This indicates that 
AP can determine whether request for access was from a local user or guest). Liu teaches 
authenticating the request for access received at the common access point depending on whether 
the request was received from the guest or local user (see col. 3, lines 33-35 and col. 6, lines 35- 
38); if such authentication is successful, then routing traffic from the local user differently from 
the guest (see col. 3, lines 25-31 & 48-53) and limiting traffic from said guest according to a 
guest access policy (see col. 3, lines 1-3 & 48-53, scheme that permits non-authorized (guest) 
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MUs to access public or limited regions of a network reads on limiting traffic from the guest 
according to a guest access policy). 

Liu does not specifically teach the determining including examining a user domain 
received from a party seeking access to determine whether such user domain designates a guest 
domain. 

Hopprich teaches determining that includes examining a user domain received from a 
requesting party (110, FIG. 1) to determine whether such user domain designates a guest domain 
(see col. 23, lines 17-28). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to make the determining in Liu adapt to include examining a user domain received 
from a party seeking access to determine whether such user domain designates a guest domain 
because the access point in Liu can be modified to examine user domains as taught in Hopprich 
and it would allow for a robust authentication and verification technique for authenticating and 
verifying a local user or guest requesting network access (see Hopprich, col. 4, lines 59-62). 

Regarding claim 4 Liu and Hopprich teach the method according to claim 1 except for 
communicating a request for authentication to one or more authentication servers, the 
authentication being performed differently depending on whether the party seeking access is a 
local user or a guest. 

Liu does teach communicating a request for authentication, the authentication being 
performed differently depending on whether the party seeking access is a local user or a guest 
(see col. 3, lines 25-35 & 42-44 and col. 6, lines 33-40). 
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Hopprich does teach communicating a request for authentication to one or more 
authentication servers (see col. 12, lines 24-30). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to make the method of the Liu and Hopprich combination adapt to include 
communicating a request for authentication to one or more authentication servers, the 
authentication being performed differently depending on whether the party seeking access is a 
local user or a guest because a server can perform the authentication process in Liu and Hopprich 
combination and it would allow for a robust authentication and verification technique for 
authenticating and verifying a local user or guest requesting network access (see Hopprich, col. 
4, lines 59-62). 

Regarding claim 5 Liu and Hopprich teach the method according to claim 1 except for 
communicating a request for authentication to a single authentication server that performs 
authentication using different credentials for local users and guests. 

Liu does teach performing authentication using different credentials for local users and 
guests (see col. 6, lines 33-40). 

Hopprich does teach communicating a request for authentication to a single 
authentication server (see col. 12, lines 24-30). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to make the device adapt to include communicating a request for authentication to a 
single authentication server which performs authentication using different credentials for local 
users and guests because a server can perform the authentication process in Liu and Hopprich 
combination and it would allow for a robust authentication and verification technique for 
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authenticating and verifying a local user or guest requesting network access (see Hopprich, col. 

4, lines 59-62). 

Regarding claim 6 Liu teaches ascertaining whether the request for access was received 
in an IEEE 802. lx format (see col. 3, lines 25-30). 

Regarding claim 7 Liu routing traffic from a guest to an external network (see col. 4, 
lines 4-8 & 28-30). 

Regarding claim 8 Liu teaches routing traffic from a local user to a corporate intranet (see 
col. 3, lines 50-53). 

Regarding claim 9 Liu teaches a wireless local are network for offering wireless Network 
access to both guests (408, FIG. 4) and local users (406, FIG. 4) (see col. 4, lines 61-67 and col. 

5, lines 1-2). Liu teaches at least one common wireless network access point (402, FIG. 4) 
offering access to both guests and local users in response to a request for access (see col. 4, lines 
61-64 and col. 6, lines 29-30). Liu teaches said access point determining (504, FIG. 5) whether 
the access request was received from a local user or a guest (see col. 3, lines 33-35 and col. 6, 
lines 35-38, AP controls access to network by both authorized MUs (local user) and non- 
authorized MUs (guest) according to scheme permitting access to both (see col. 2, lines 1-3 & 
48-53). This indicates that AP can determine whether request for access was from a local user or 
guest). Liu teaches authenticating the request for access depending on whether the request was 
received from the guest or local user (see col. 3, lines 33-35 and col. 6, lines 35-38); means 
coupled to the at least one wireless access point for routing traffic from the local user differently 
from the guest (see col. 3, lines 25-31 & 48-53); and means for limiting traffic from said guest 
according to a guest access policy (see col. 3, lines 1-3 & 48-53, scheme that permits non- 
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authorized (guest) MUs to access public or limited regions of a network reads on limiting traffic 
from the guest according to a guest access policy). 

Liu does not specifically teach a server for authenticating; and determining that includes 
examining if a user domain received with the access request designates a guest domain. 

Hopprich teaches at least one server coupled for authenticating (see col. 12, lines 1-5); 
and determining that includes examining a user domain received from a requesting party to 
determine whether such user domain designates a guest domain (see col. 23, lines 17-28). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to make the network in Liu adapt to include a server for authenticating; and 
determining that includes examining if a user domain received with the access request designates 
a guest domain because a server can perform the authentication process in Liu and the access 
point in Liu can be modified to examine user domains as taught in Hopprich, allowing for a 
robust authentication and verification technique for authenticating and verifying a local user or 
guest requesting network access (see Hopprich, col. 4, lines 59-62). 

Regarding claim 12 Liu and Hopprich teach limitations as recited in claim 5 and is 
rejected given the same reasoning as above. 

III. Claims 13-16 are rejected under 35 U.S.C. 103(a) as being unpatentable over Liu 
et al. (US 7,177,637 B2) in view of Hopprich et al. (US 6,792,474 Bl) and Anton, Jr. (US 
2002/0157090 Al). 
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Regarding claim 13 Liu and Hopprich teach the network according to claim 9 except for 
wherein the at least one wireless network access point ascertains whether the request for access 
was received in an IEEE 802. lx format or was received in a web-browser format. 

Liu does teach wherein the at least one wireless network access point ascertains whether 
the request for access was received in an IEEE 802. lx format (see col. 3, lines 20-35). 

Anton, Jr. teaches a request for access received in a web-browser format (see paragraph 
[0026]). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to make the network in the Liu and Hopprich combination adapt to include wherein 
the at least one wireless network access point ascertains whether the request for access was 
received in an IEEE 802. lx format or was received in a web-browser format because it would 
allow for an efficient way to accurately identify guest users (see Anton, Jr., bottom of paragraph 
[0025]). 

Regarding claim 14 Liu and Hopprich teach the network according to claim 9 except for 
wherein the means for routing traffic includes a firewall. 

Anton, Jr. teaches means for routing traffic that includes a firewall (see paragraph 
[0024]). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to make the network in the Liu and Hopprich combination adapt to include wherein 
the means for routing traffic includes a firewall because it would allow network which provides a 
secure environment for network access (see Anton, Jr., paragraph [0022]). 
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Regarding claim 15 Liu and Hopprich teach the network according to claim 15 except for 
providing web browser based authentication if the request for access was not received in the 
IEEE 802. lx format. 

Liu does teach authentication for a user in a public mode if the request for access was not 
received in the IEEE 802. lx format (see col. 3, lines 1-3 & 25-30 and col. 4, lines 1-3). 

Anton, Jr. teaches providing web browser based authentication (see paragraph [0023]). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to make the network in the Liu and Hopprich combination adapt to include providing 
web browser based authentication if the request for access was not received in the IEEE 802. lx 
format because it would allow for an efficient way to authenticate a guest user (see Anton, Jr., 
bottom of pg. 3, paragraph [0027]). 

Regarding claim 16 Liu and Hopprich teach limitations as recited in claim 15 and is 
rejected given the same reasoning as above. 

Response to Arguments 

IV. Applicant's arguments filed March 01,2010 have been fully considered but they 
are not persuasive. 

Regarding claims 1 and 9 the combination of Liu and Hopprich teach a device as 
claimed. Specifically, Liu teaches limiting traffic from said guest according to a guest access 
policy (see col. 3, lines 1-3 & 48-53). The scheme of Liu that permits non-authorized (guest) 
MUs to access public or limited regions of a network reads on and relates to limiting traffic from 
the guest according to a guest access policy. 
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Conclusion 

V. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Krantz et al. Pub. No.: US 2004/01 1 1520 Al discloses increasing the level of automation 
when provisioning a computer system to access a network. 

Bahl et al. Patent No.: US 6,834,341 Bl discloses authentication methods and systems for 
accessing networks, authentication methods and systems for accessing the Internet. 

Redlich Patent No.: US 6,591,306 Bl discloses IP network access for portable devices. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BRANDON J. MILLER whose telephone number is (571)272- 
7869. The examiner can normally be reached on Mon.-Fri. 8:00 am to 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, George Eng can be reached on 571-272-7495. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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/Brandon J Miller/ 
Examiner, Art Unit 2617 



